
The Mozy advantage

Simple

Seamlessly manage backup, 
sync, and mobile access 
for multi-user and server 
environments from a single 
web-based console.

Secure

Your data is safe with 
enterprise-grade encryption, 
world-class data centers, and 
Dell EMC.

Affordable

Keep costs low with no 
hardware to purchase and 
minimal overhead required.

Mozy’s Commitment to 
Compliance with the GDPR 

The Mozy service and the GDPR
Beginning May 25, 2018, companies established in the European Union (EU) that 
handle personal data of EU residents, and companies outside the EU that process 
such data for the purpose of offering goods and services or monitoring the behavior 
of EU residents must be in compliance with the General Data Protection Regulation 
(GDPR).

What is the GDPR?
The GDPR is a new law, effective May 25, 2018, that establishes a single set of rules 
for every EU Member State to protect personal data. It builds upon and updates 
the current EU data protection framework. Under the GDPR, companies processing 
personal data must continue to ensure they have proper controls over the processing 
and security of personal data, according to the data protection principles in the 
GDPR. They must continue to control how data is stored, kept up to date, accessed, 
transferred, and deleted.

Personal data and data processing
As it applies to the GDPR, personal data is defined as any information relating to an 
identified or identifiable natural person (that is, data subject), and includes but is 
not limited to:

 • Name
 • Identification number
 • Location data
 • Online identifier or factors specific to physical, physiological, genetic, mental, 

economic, cultural, or social identity of that person

As it applies to the GDPR, the processing of data is defined as any set of operations 
that is performed on sets of personal data. Processing includes collecting, recording, 
organization, structuring, storage, adaptation, and profiling of data.

GDPR requirements and the Mozy service
At Mozy by Dell, we are building on existing programs and adding new features 
where appropriate to ensure we are prepared to meet the requirements of the 
GDPR when they come into force. Our cross-departmental effort includes multiple 
workstreams aligned with each category of compliance expectations in the GDPR. 
Each workstream operates against a detailed work plan with deadlines set to ensure 
each Dell business unit will be ready to meet GDPR compliance requirements by the 
law’s effective date.
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How does Mozy protect your data?
Mozy features, including enhanced data retention (EDR), 
strong encryption, role-based access control (RBAC) admin 
roles, flexible authorization, and search, provide Mozy 
customers with the ability to ensure and uphold privacy 
standards. We are confident that your personal data is 
protected with the Mozy service:

Encryption

Mozy secures your data using either 448-bit Blowfish or 
256-bit AES encryption. If you elect to use the Mozy default 
encryption, the Blowfish algorithm is used; if you create 
your own key from a pass phrase, the encryption key is 
created using AES. Mozy supports three types of encryption 
keys, with specific benefits for each type. The Mozy default 
encryption key is assigned by Mozy to your users. This key 
is stored and managed by Mozy for the most seamless 
experience. You can also set up a personal encryption key, 
whereby the user enters a pass phrase that is used to create 
the encryption key. Each user creates a unique personal 
encryption key. In addition, your administrator may enter 
a pass phrase that is used to create a corporate encryption 
key. You can create a key for all users in the company or a 
unique one for each user group.

Audited and certified

The Mozy service successfully completed its annual SSAE 18 
Type 2 assessment, which resulted in a SOC 2 Type 2 report. 
SSAE 18 verifies a service organization has been through 
an in-depth audit of its control objectives and control 
activities to ensure processing and hosting customer data 
is done safely and securely. In addition, the Mozy service 
completed a recertification of ISO/IEC 27001 version 2013. 
This is the leading international standard for measuring 
information security management systems that addresses 
requirements and best practices to the ever-changing 
threat scenarios. 

Ensure PII data portability

For backed up data in the service, Mozy provides multiple 
ways for data recovery. Administration and user PII such 
as user names, billing information and address details are 
accessible by customers. Mozy data restores, including 
instant download, streaming restore and media restore, 
ensure that customer data is available anytime, anywhere. 
Should PII inadvertently end up in a backup, revoking 
account or user encryption obfuscates the data and 
prevents data exposure. Account cancelation procedures 
automate the removal of account details programmatically.

Facilitate preference management

Mozy’s online user experience includes cookie control 
on its public-facing web pages, Support page preference 
management, and one-click unsubscribe. Mozy operates 
in strict compliance with international privacy laws and 
standards (Cookie Law, EU Data Protection) and intends 
to uphold the standards for Privacy Shield. Customers 
can update communication preferences and “one-click” 
unsubscribe from all communications.

Data security approach
We respect the privacy rights of our customers and are 
committed to protecting your personal information. The 
Mozy service incorporates a combination of technical, 
administrative, and physical controls to safeguard personal 
information consistent with industry standards and laws  
that are applicable to our customers and our company. 
The Mozy service protects against anticipated threats or 
hazards to the security or integrity of such information 
and its unauthorized access or use. In order to do that, we 
operate our business on the following principles:

 • The files you store using our service are yours, not ours.
 • We only share your personal information as described in 

our online Privacy Policy.
 • We never sift through your information in order to 

create a profile of you or target advertising.
 • You can always get your files back.
 • We have no rights to your files in you terminate the 

service.
 • We use strict security policies, strong industry-standard 

encryption, and world-class data centers to protect your 
information.
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